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Collect

Issues at Hand:

e Silent Error/Failure Detection at Kernel Level A : e
e Limited long-term performance monitoring nalysis
e Everyone needs to be an expert

Workflow Inefficiencies:

e Manual Testing Process
e No Data Analysis Automation

e Individual Device Testing The Pmblem




Solution Overview

Comprehensive Data Analytics Dashboard:

e Takes user inputs on what to scan, how long,
logging, etc.

e Automates data collection and data storage

e Handles data analysis to be displayed on
visual dashboard

@usecs[1508, 1lvmpipe-1]:

[256, 512
Raw Data i,
[2K, 4K

@usecs[50, kworker/u10:2]:
[256, 512
[512, 1K

Latency

Speed Frequency

Cleaned and
Uploaded Data



Requirements Review

e Show kernel level operations to the end user through a visual dashboard.
e Store all previous kernel data for future analysis.

e Automate kernel level data collection.




Architecture Review

-
Data Collection Data Sanitization MySQL Data Query Visual Dashboard




Implementation Review

Transmits input data to adjust
Trace Program based on selection

Uploads data
to DB

Data from Trace run through
Sanitizer and Formatter

Flask Server

Sends Data to Visualization




Protatype Review



GUI Interaction and Startup

Process Time (In seconds):
10
Operations (comma separated):
block.bio
- Verbose
- Log
Ops
merge output
Submit
Upload JSON




Data Collection
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19 |eeege
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[512, 1K 74 | eeeeaeeeeeeeeeeeeeeee
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[256, 512 7 | eeeeeereeeeereeeeceeeeeeeneee
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[2K, 4K | 2EEREERREE0ER0PA0RAEERRERREREE
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@usecs[@, swapper/4]:
256, 512 586 |REEEEEAAEOEAEROEEREEAEARERREE
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[2K, 4

[4K, 8K
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Data Sanitization/Formatting

USECS, 3220, BEL0INC~POOL #1,"LL 250", '512°, 1), L'512', ‘1K',
usecs,3226,Backgro~Pool #2,"[['8K', '16K’, 2]]"
usecs,3224,bpftrace,"[['4K', '8K', 211"
usecs,3564,StreanTrans #13,"[['2K', '4K', 2]1"
usecs,3226,DNS Resolver #1," P ak P AT
usecs,3183,Xwayland,"[['4K"', "8K' ‘8KY, '16K*, 111"

11)

11"

usecs,3226,BgI0Thr~Pool #2,"[['256', '512', 2], ['512', '1K’, @], ['1K', "2K', 1]1"

usecs,2024,gjs,"[['512', ‘1K', 2], ['1K', '2K', @], ['2K', '4K
usecs, 3226, StreanTrans #15,"[['256", '512°, 11, ['512, 'IK’,

', 01, ['4k’, “8K', 177"
1, [, cxe, 11

usecs,3226,QuotaManager 10,"[['256', '512', 1], ['512', '1K’, @1, ['1K', '2K', 211"

usecs,3226,sqldb:p~lite #1,"[['2K", '4K’, 1], ['4K’, '8K', 1],
usecs,3410,Socket Process,”[['512°, 'IK’, 2], ['1K', '2K', 1]]
usecs,3226,RemoteL zyStream,"[['256', '512°, 1], ['512", 1K',
usecs,3226,glean.init,"[[*256°, '512', 3], ['512°, '1K’, 1]1"
usecs,3226, TaskCon~11er #2,"[['512', 1K', 1], ['1K', '2K’, 3]
usecs,3226,TPC Launch,”[['256°, '512', 11, ['512", '1K', 2],

usecs,3226, TaskCon~1ler #4,"[['512', '1K', 411"

usecs, 3564, WebExtensions,"[['512", '1K', 3], ['IK', '2K’, 2]1"
usecs,3226,SSL Cert #2,"[['256', '512', 1], ['512", '1K’, 1],

usecs,3226,StreanTrans #11,"[['512", * T
usecs, 1508, pool -gnome-shel "
usecs,3226,1PDL Background,"[['256', '512°, 1], ['512', ‘1K',
usecs,182,3bd2/sda3-8,"[['128", '256', 11, ['256', '512°, 2],
usecs,3226,SSL Cert #1,"[['256', '512°, 1], ['512', 1K', 711"
usecs,3226,Backgro~Pool #1,"[['256', '512°, 3], ['512', 1K',
usecs,3226, [pango] FcInit,”[['512°, 'IK’, 1], ['1K', '2K', 2],
usecs,778,kworker/4:2H,"[[ 512", '1K', 8], ['1K’, '2K’, 1], ["
usecs,3434,Privileged Cont,"[['256', '512°, 1], ['512', '1K’,
usecs, 348, kworker/u10:8,"[['256°, '512', 2], ['512', ‘1K', 71,
usecs,3226,Renderer, "[['256°, '512', 6], ['512', '1K', 8], ['ll
usecs,3226, IndexedDB #1,"[['256°, '512', 11, ['512', ‘1K', 8],
*256°, 1], ['256%, °512%, 8],
usecs,3226,Cache2 1/0," '512°, 4], ['512", "1k, 13],
usecs, 10, kworker/u10:0,"[['256', '512°, 9], ['512', ‘1K', 11],
usecs,3226,Socket Thread,"[['256', '512°, 1@], ['512', '1K', 1
usecs,1508, 11vmpipe-2,”[['256°, '512', 41, ['512", '1K', 24],
usecs, 1508, 11vmpipe-3,”[['128", '256', 1], ['256', '512°, 16],
usecs,1508, 11vmpipe-4,”[['128", '256', 41, ['256', '512°, 19],
usecs,3226,URL Classifier,"[['256', '512', 16], ['512', '1K’,
usecs,3226,D0M Worker,"[['256°, '512', 41, ['512', '1K’, 35],
usecs, 1508, 11vmpipe-1,"[['256°, '512', 17], ['512', '1K’, 34],
usecs, 50, kworker/u10:2,"[[ 256", '512°, 161, ['512', ‘1K', 18]
usecs,1508, 11vmpipe-0,”[['256", '512', 24], ['512', ‘1K', 41],
usecs,3347,glxtest,"[['256*, '512°, 321, ['512', ‘1K', 551, [
usecs,3226,Classif~date #1,"[['256', '512°, 22], ['512°, '1K’,
usecs, 1508, gnome-shell,"[[ 256", '512°, 32], ['512', ‘1K', 111
usecs,3226, Firefox,"[['256', '512°, 141], ['512', '1K', 160],
usecs,15,ksoftirqd/e,"[['@", "0, '1'], ['1', '1", '@'], ['2',
usecs,23,ksoftirqd/1,"[['2", 4", 1], ['4°, '8', 22], ['8", "1
usecs,29,ksoftirqd/2,"[['4", '8", 51, ['8', '16', 6], ['16', *
usecs,35,ksoftirqd/3,"[['4", '8', 231, ['8', '16', 19], ['16°,
usecs,41,ksoftirqd/4,"[['4", '8', 71, ['8, '16°, 12], ['16’,
usecs, @, swapper/4,"[['256°, '512', 5861, ['512', '1K', 9851, [

[8k*, 16K, 111"

311"

g ie

(S0 T e Ehp
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1], ['1K', '2K°, 1], ['2K’, '4K’, 0]

S P TGS, (2 (O
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'8K*, 2]

2K, tak, 11, ['4K°, 'BK', 111"

31, ['1K*, '2K*, 4], ['2K°,

['1K*, "2K*, 3], ['2K*
[l et i Bt
['1K', "2K', 31, ['2K°,

4K*, 111

> 111

15127, K7, 121, \FAK*, oK, 31,

['1K', '2K*, 61, ['2K*,
G IR T

s &K,

8k, 31

s2K*, KT 2337

1

'aK', 01, ['4K',

aK’, 41, [

61, ['1K', '2K', 51, ['2K', *4K’, 1]

[AAKT, 22K, 31, P2k,

A,

['512', '1K', 22], ['1K',
35127, *AK, 141, [hAK:, 2K', 4],

161, ['1K', "2K', 121, [
['1K', '2K°, 51, ['2K°,
[, "2k, 51, [*2K’,

K, A,

ae,
> e,
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AT T T
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'32°, 131, ['32', '64’,
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KK 261T, K

» e,
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Silent Failure [dentification

@usecs[41,
[4, 8

[8, 16
[16, 32
[32, 64
[64, 128
[128, 256
[256, 512

[512, 1K
[1K, 2K
[2K, 4K
[4K, 8K
[8K, 16K
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ksoftirqd/4]:
7
12
21
8
128
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77
134
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le@

| eaee

feceeeees
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Nominal Data

Client Interest for Silent
Failure?

Need more collections to understand



Finished Sanitizin

to tt

lopattern run.csv to table 'biopattern ri successfully,

B biolatency_run
<> identifier equals
identifier - action_id process process_speeds ©Ov serial_number
0 swapper/9 [["128"256"3] ['256""512" 2]] 231708805892
firefox-bin [["64""128",3]["128"256",2] ["256",'512",0]['512","1K",37]["1K""2K",10]] 231708805892
InputThread [['512"1K",5]] 231708805892

swapper/1 ['512"11K",3]] 231708805892

swapper/10 [["4"y8"1]['8" 16" 2]["16"'32" 4] ['32"'64",11] ['64","128",19]["128" 256" 44]['256",'512",2] ['512""1K",26],['1K","2K",94] ['2K",'4... 231708805892

swapper/1 ["128"256",42)["256"'512",18],['512" "1K",48]["1K""2K" 74] ['2K""4K",11]] 231708805892
swapper/2 ["128"256",1]['256"'512",42],['512"/1K",1]] 231708805892

kworker/u40:1 [["'512"1K",33]] 231708805892




Dashhoard/Visualization

Latency T SWaDETE
o Timer
Speed Frequency
« kworker/ud0:8
*  swapper/1
300 * swapper/3
200
100 * swapper/19
000 . * swapper/2
When selecting
800
™ a certain Process - wwen undefined
0
* swapper/3 Action ID: 0
500
400 > « gdbus
300 1609
« swapper/17 1294
200 1004
100 « kworker/u40:30 »
¢ F AT 2 . swappe“!ﬂ ;‘
* code
Processes: « swapper/15 Close
* tokio-runtime-w
+ code
* swapper/19
« swapper/15 o swapper/3
+ cpuUsagesh * code
swapper/10
* swapper/13 . /!
« migration/19

PR



Challenges/Resolution

Challenges

e NVME Latency - Unable to work on
system
e Visualization - Low documentation and
compatibility for previous dashboard

(Open search and Prometheus)

Resolution

NVME Latency - Most recent Ubuntu
version removed tracepoints entirely.
Use current NVME Latency file on
deprecated Version of Ubuntu with
tracepoints existing
Visualization - Research completed and
will remain on flask, svelte and D3
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Project Task Tracker

8%

v Data Collection

100%
60%

AUIBT files working
Follow Testing List for S._

General Sanitizer
Bio_Latency Formatter

Bio_Pattern Formatter

Follow Testing List for S..

¥ Data Organization and Tra...

Finish Transactional Dat...

Create prompts to modif...

Follow Testing List for ..

R

¥ Data Analysis and Display
Follow Testing List for S..




Testing Plan

Observe System
pipeline work

Test main N
functionalities of Have add|t|on.a|
program users and reviews

to break program

Refined Product



Unit Test Example

- test regex extractor(self):

data list = dummy_csv_data[ "pr
result = self.sanitizer.regex extractor(data list)

self.assertNotEqual(result,




Conclusion

Problem: Solution:
e Silent Failures, bad for companies who e Make R&D Process more efficient.
rely on SSD's in their infrastructure. e System observability, insights, and
e For SSD Manufacturers: analytics platform.

o Long data collection process.
o  Money Loss due to time usage and
manual actions.




QUESTIONS?



